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OVERVIEW OF INTERNET DAN GERS
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INTERNET USAGE AND
RISKS STATISTICS
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WHERE ARE PEOPLE CYBERBULLIED ?

SOCIAL MEDIA PLATFORMS
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INTERNET USAGE AND —
RISKS STATISTICS
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WHERE CYBERBULLYING IS MOST PREVALENT
Share of parents who say their child experienced cyberbullying (2018)
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CYBERBULLYING
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DEFINITION AND TYPES OF CYBERBULLYING
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EXAMPLES OF CYBERBULLYING

INCIDENTS
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SPECIFIC INCIDENTS AND THEIR IMPACT
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EXAMPLES OF CYBERBULLYING
INCIDENTS
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In December 2007, Tina Meier founded the nonprofit
Megan Meier Foundation. The nonprofit was named
in honour of Tma’s 13yearold daughter who hanged
herself in a bedroom closet in October 2006. Megan
struggled with attention deficit disorder and depression
in addition to issues with her weight. About five weeks
before her death, a 16yearold boy named Josh Evans
asked Megan to be friends on the social networking
website MySpace. The two began communicating
online regularly; although they never met in person or
spoke on the phone. “Megan had a lifelong struggle
with weight and selfesteem,” Tina said on the Founda-
tion website. “And now she finally had a boy who she
thought really thought she was pretty.”
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In mid October, Josh began saying he didn’t want to
be friends anymore, and the messages became more
cruel on October 16, 2006, when Josh concluded by
telling Megan, “The world would be a better place wi-
thout you.” The cyberbullying escalated when additio-
nal classmates and friends on MySpace began writing
disturbing messages and bulletins. Tina said on the
Foundation website that it was about 20 minutes after
Megan went to her room after leaving the computer
that the mother found her daughter had hanged her-
self in her bedroom closet. Megan died the following
day;, three weeks before what would have been her 14th
birthday:
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EXAMPLES OF CYBERBULLYING
INCIDENTS
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Aftermath: According to the Associated Press, it was
later that fall when a neighbor informed Megan’s
parents that Josh was not a real person. Instead, the
account was created by another neighbor, Lori Drew,
her 18yearold temporary employee Ashley Grills, and
Drew’s teenage daughter, who used to be friends with
Megan. One year later; the case began receiving natio-
nal attention. While the county prosecutor declined to
file any criminal charges in the case, federal prosecuted
charged her with one count of conspiracy and three
violations of the Computer Fraud and Abuse Act for
accessing protected computers without authorization.
A federal grand jury indicted Drew on all four counts
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mn 2008, but U.S. District Judge George Wu acquitted
Drew in August 2009 and vacated the conviction.

In addition to the Megan Meier Foundation, Tina also
worked closely to help Missouri legislature pass Senate
Bill 818, unofficially known as “ Megan’s Law ” in Au-
gust 2008. In April 2009, US. Representative Linda
Séanchez of California introduced the “Megan Meier
Cyber bullying Prevention Act.
the harassment of a cyberbully seriously — but unfor-

, which aimed to end

tunately it was not enacted.
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STATISTICS ON CYBERBULLYING
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EFFECTS ON VICTIMS
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MENTAL HEALTH, SOCIAL ISOLATION,

AND OTHER EFFECTS e "‘;
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Signs Social Media Is Affecting Your Mental Health u__k
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EFFECTS ON' VIC:I‘IMS
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PSYCHOLOGICAL EFFECTS
Low Self-Esteem
Isolation and Withdrawal
Harmful Habits

MENTAL EFFECTS
Anxiety
Loss of Concentration
Self-Harm
Suicidal Thoughts

PHYSICAL EFFECTS
Headaches
Stomach Aches
Sleeping Problems

EMOTIONAL EFFECTS

Depression
Shame
Guilt

Embarrassment



PREVENTIVE MEASURES
AND SUPPORT SYSTEMS
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HOW TO PREVENT AND SUPPORT
VICTIMS OF CYBERBULLYING
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ONLINE PREDATORS
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DEFINITION OF ONLINE PREDATORS
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TACTICS USED TO LURE VICTIMS
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COMMON TACTICS AND STRATEGIES
USED BY PREDATORS
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We should meet in person.
Where do you live ?

I don’t think that is a good
idea, i d’ont know you.
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REAL-LIFE EXAMPLES
- AND CASE STUDIES
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SPECIFIC CASES AND THEIR OUTCOMES
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Mother of teen killed by online predator turns pain
into legacy
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WARNING SIGNS TO LOOK FOR
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BEHAVIORAL SIGNS AND RED FLAGS
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Spending too much Using "secret” email or Withdrawing from
time online social media accounts normal activities
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WARNING SIGNS TO LOOK FOR
duanawdau lunsaane

Receving test, calls, or gifts
from people you don’t know

Closing or switching their
screen when you are near

Having porn on their computer
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TIPS FOR STAYING SAFE ONLINE
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Keeping their personal Mot chatting with Mever sending explicit
information private. strangers. photos online
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TIPS FOR STAYING SAFE ONLINE
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MONITOR THEIR ONLINE ACTIVITY

Limit the access of

0 younger children
Supervise teen
online activity
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DATA PRIVACY ISSUES
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OVERVIEW OF DATA PRIVACY ISSUES V! i/
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CONSEQUENCES OF DATA B”REACHES
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MISUSE OF PERSONAL INFORMATION |
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- ~ HOW PERSONAL DATA IS EXPLOITED
vayaanyaeagnie LU lause Terunaziadaienfsauaensls

2 5 Haussmann Loran Parichat & Partners
Exploring the Social Dangers of the Internet



MISUSE OF PERSONAL INFORMATION
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’ - HOW PERSONAL DATA IS EXPLOITED
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EXAMPLES OF PRIVACY BREACHES
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REAL-LIFE INCIDENTS AND THEIR IMPACT
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How a Data Breach Occurs
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PROTECTING PERSONAL
Y DéTA ONLINE
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TIPS AND BEST PRACTICES FOR DATA PROTECTION
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PROTECTING PERSONAL
DATA ONLINE
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TIPS AND BEST PRACTICES FOR DATA PROTECTION
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Use Incognito Mode When Limit Personal Information ——
Browsing You Share on Social media o

&

Deactivate Ad Personalization Use Strong Passwords

‘ : .l;.
Use a Virtual Private Network Use Encrypted Apps to
(VPN) Protect Your Messages
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PROTECTING PERSONAL
DATA ONLINE
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TIPS AND BEST PRACTIC.ES FOR DATA PROTECTION
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INTERNET ADDICTION
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DEFINITION AND TYPES OF INTERNET ADDICTION
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SYMPTOMS AND
BEHAVIORAL CHANGES

aImauazmatasuudasuasngingsu

SIGNS AND SYMPTOMS OF ADDICTION
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POOR SLEEP BACK PAIN WASTE OF TIME
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LESS FOCUS ANXIETY AND INCREASED
AND LACK OF DEPRESSION STRESS
CONCENTRATION
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PROBLEMS REDUCED POSSIBLE EXPOSURE
VISION HUMAN CONTACT TO RADIATION
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IMPACT ON DAILY LIFE
AN D RELATIONSHIPS
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EFFECTS ON PERSONAL AND SOCIAL LIFE
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Lack of time spent with friends and family
Excessive time spent on social media
Skipping social events
Reduction in exercise and other activities

Loss of interest in former hobbies

Poor grades of work performance

Anxiety xhen phone is forgotten

Strong attachment to smartphone

Emotional withdrawal
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EXAMPLES AND CASE STUDIES
DN NTUANE

REAL-LIFE STORIES OF INTERNET ADDICTION
15999 LUIH5929NSHA DU

A woman 1n Florida has lost custody of her children
after a judge ruled that she was addicted to the inter-
net. Judge Jerry Lockett awarded primary custody of
Pam Albridge’s two children, aged seven and eight, to
her husband.. .. Witnesses testified that after the couple
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separated, Mrs. Albridge moved the computer into her
bedroom, put a lock on the door and began spending
most of her time online. (The Guardian, 24 November
1997.)
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MANAGING AND REDUCING
SCREEN TIME
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STRATEGIES FOR CONTROLLIQING INTERNET USE
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SUPPORTS CONTENT MESSAGING AND REMOTE
A RANGE FILTERING TIME LIMITS SOCIAL MEDIA NOTIFICATION
OF DEVICES MONITORING AND ACCESS
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A BLANKET EDUCATE KEEP SET REVIEW
BAN IS YOURSELF AND COMPUTERS IN SECURE YOUR PRIVACY
A BAD IDEA YOUR CHILD A SHARED SPACE PASSWORDS SETTINGS
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SPREAD OF MISINyFORMATION
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SPREAD 0) ) MISINFORMATION
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HOW MISINFORMATION SPREADS ONLINE
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SPREAD OF MISINyFORMATION
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HOW MISINFORMATION SPREADS ONLINE
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EFFECTS ON PUBLIC OPINION

AND BEHAVIOR
HANIENUNDANNAALTEULAEWEANTTNUBNUSEH B

IMPACT ON SOCIETY AND INDIVIDUAL BELIEFS
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EXAMPLES OF MI%INFORMATION
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NOTABLE INSTANCES OF FAKE NEWS
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EXAMPLES OF MISINFORMATION
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NOTABLE INSTANCES OF FAKE NEWS
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IDENTIFYING CREDIBLE SOURCES
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IDENTIFYING CREDIBLE SOURCES
PRI LL'W@Q‘I/]?J’W]'H'] L%ﬂﬂa

HOW TO DISCERN l}ELIz'&l'BLE'] INFQRMATION
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ROLE OF MEDIA LITERACY
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IMPORTANCE OF MEDIA LITERACY
IN COMBATING MISINFORMATION
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: SOCIAL MEDIA AND MENTAL HEALTH
‘[m%aﬁﬁmazqwmw%m

IMPACT OF SOCIAL MEDIA ON MENTAL HEALTH
waﬂimuwaﬂm%aﬁLaml,a::q?lmw%m
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ANXIETY, DEPRESSION,
AND LOW SELF-ESTEEM
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ISSUES REIfA"I'Elg TO SOC!}AL MEDIA USE
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ROLE OF SOCIAL COMPARISON
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Negative self talk
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Worry
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POSITIVEQJUSES OF SOCIAL MEDIA
M5 La Lo deanioy ludeuln

USING SOCIAL MEDIA FOR MENTAL
HEALTH SUPPORT
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HEALTHY SOCIAL MEDIA USE
mﬂ%‘[mmammmm waﬂmaawmw

STRATEGIES FOR MAINTAINING HEALTHY USAGE
ﬂaE‘!Vlﬁdluﬂ’l‘iq’fmeﬂﬂ'l’idl?ﬂ’luﬁﬁ{l waﬁmaqwmw

Mental Health and Social Media

1 » (4

-
Social media can be addictive and overwhelming, > Remember that people only post the highlights
$0 it's important to set limits on how much time o of their lives, and it may not be an accurate
you spend on it. representation of their reality.

-

Follow Positive 3 5
Accounts:

Follow accounts that promote positivity, . Disconnecting from social media can help
inspiration, and mental health. . you focus on yourself and improve your
mental health.

6

Follow people and pages that are aligned Make time for self-care activities such as
with your values, interests, and goals. exercise, meditation, reading, or spending
time with loved ones.
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SUMMARY OF SOCIAL DANGERS

mﬁa'a;ﬂ?lmé’ummwaﬂm%ﬂa

RECAP OF THE INTERNET DAN GERS DISCUSSED
ﬁiﬂﬂ']’mﬂu@ﬁ'lEI‘V]'N?JHLG]?J?V]ﬂaTJﬂQ

In conclusion, it is imperative to educate young people,
their parents, and educators about the potential dan-
gers of mternet use in Thailand. Measures must be
taken to promote safe and responsible use of the In-
ternet, including through educational programmes,
appropriate regulations and psychosocial support for
young people i difficulty.
'U‘VlaﬁﬂLﬂﬁl'Jﬂ“lJi’]u(ﬂi'lﬂsﬂ'lﬂﬂ'ﬁalﬁﬂuLVlﬂiLuﬂ“ﬂﬂQﬂu
wumn (wazmigeny) Twdszinalng wunmsly
auL‘VIE]‘iLuﬁlﬂael‘l/lLﬂ(ﬂﬂ’nuLﬁEN‘j'lEILLSQWmEﬂJSxﬂ‘IiaTW%‘U

Uszmnsnauil Tasanansoaguissidiuadn danaluil:

1. Exposure to inappropriate content: Thai youth are
exposed to inappropriate content such as violence,
pornography, and extremist content online, which can
negatively impact their emotional and psychological
development.

msusiiomd lumnza: wnmilnsusd@yiuiiom
ilaanga AUFULT doawn Ll,azl,‘lﬁ’E]WIZ!ﬂIG;\i
Vnmauvlmj ‘?;QE'WE;QNaﬂigﬂugﬁuauﬁiaﬁmuﬂﬂ'ﬁﬂ'lﬂ
BW?NfﬁLLaSﬁWIQﬂaQW?ﬂL‘UT

2. Cyberbullying and online harassment: Many young
people experience cyberbullying and online haras-
sment, which can lead to mental health issues such
as anxiety, depression, and sometimes even suicidal
thoughts.

ﬂ'ﬁﬂébutl,ﬂE;’Q‘VI']\‘]VI,"Z‘LUﬂ%LLaﬁﬂWiﬂﬂﬂTNﬂﬂuiaﬁ: LNIBU
5ﬂu3uu1ﬂﬂigﬂﬂﬁuﬂ'ﬁﬂél’ul,l,ﬂg\‘wn\ivl‘lfLUB;LLaSﬂWiﬂﬂﬂWN
ooulau '“n;qawﬁﬂﬂgjﬂiquﬂmw%m WU AN

ANTTULAT) LETUNASIDIRTNTURANNAAIGINE

3. Internet addiction: Excessive internet use can lead
to addiction in young people, disrupting their daily ac-
tivities, social interactions, and academic performance.
madedumaatiin: mslydumasnidamnniulusmily
gmsdadumasiiialunyTequ asnansznuasiansslu
FAnvazariu UfFuiusmedien wazuadugnimens
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SUMMARY OF SOCIAL DANGERS
maaqﬂwmé’ummwaﬂm%aa

RECAP OF THE INTERNET DAN GERS DISCUSSED
asﬂmmaummsmwaumaimﬂa’nm

4. Online safety risks: Young people are often unaware
of risks to their online safety; such as sharing personal
mformation, contacting strangers online, and mternet
fraud, exposing them to potential dangers.

autdssmuanulasaieeeula: ﬂuwﬁuanﬁﬂ”laj
nudsanudsinennuasaioaenlan 1y Mty
ﬂugaylaémqﬂﬂa mshanaauudanmneaulay wazms
aalnemedumesiiin %laﬁﬂvi”wmL‘mm%ﬁyﬁué’umwﬁ
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5. Impact on physical well-being: Excessive internet use
can also have a negative impact on the physical well-
being of young people, contributing to a sedentary li-
festyle and health problems related to poor posture and
eye strain.

Nans”wumammL‘ﬂuaﬂmﬁmﬂmw msladunasidia
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In conclusion, it 1s imperative to educate young people,
their parents, and educators about the potential dan-
gers of mternet use in Thailand. Measures must be
taken to promote safe and responsible use of the In-
ternet, including through educational programmes,
appropriate regulations and psychosocial support for
young people in difficulty.
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IMPORTANCE OF AWARENESS
AND EDUCATION
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WHY BEING INFORMED IS CRUCIAL?
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CALL TO ACTION
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ENCOURAGEMENT:
STEPS TO TAKE FOR SAFER INTERNET USE
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RESOURCES:
LIST OF HELPFUL WEBSITES AND ORGANIZATIONS
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OPEN FLOOR:
ENCOURAGE QUESTIONS AND DISCUSSIONS
FROM THE AUDIENCE
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